CLOUD-ENABLE YOUR DATA

SOLUTION BRIEF:

SHARDSECURE AND GDPR COMPLIANCE
The European Union’s General Data Protection Regulation (GDPR) data privacy and security law is designed to protect
residents of European Union (EU) member countries. It imposes obligations on covered organizations anywhere EU
personal data is processed. ShardSecure’s patent-pending Microshard™ technology inherently helps organizations and
software-as-a-service (SaaS) providers address GDPR obligations and security risk.
Microsharding is a three-step process that consists of shredding, mixing, and distributing your data across multiple
storage repositories, and protects your data by making it unintelligible and unusable in the wrong hands. Here’s how:
•

•

•

Data pseudonymization: Microsharding begins by “shredding” files into microshards, which effectively removes
the sensitivity of the data. Microshards are typically too small to contain a complete birth date, ID number,
address, or other kinds of sensitive data. Next, the microshards are mixed into multiple containers along with
poison data to make it more unintelligible to unauthorized users.
Data privacy and protection: Microsharding means it is not possible for an unauthorized person to access data
that can be attributed to a specific data subject without the use of additional information. Microsharding
personal data may help minimize compliance obligations under GDPR and mitigate the risk of a reportable data
breach.
Data distribution: The containers are then distributed across multiple, segmented storage repositories of your
choosing — multi-cloud, multi-region, or hybrid cloud — which makes unauthorized reassembly of the
microsharded data virtually impossible.

How ShardSecure helps organizations with GDPR Compliance
In combination, data desensitization and data distribution can provide organizations with the highest level of confidence
that their data will remain private and protected.

Data privacy: Data privacy is at the core of GDPR. You need to be able to protect covered personal data, wherever that
data resides. Through data desensitization and data dispersion, ShardSecure helps enforce data privacy by making your
data incomplete, unintelligible, and of no value to unauthorized users.

Data transfer restrictions: GDPR allows for data to be stored in or accessed from other countries, provided that the
receiving party can provide equivalent protections for data. If a receiving party, such as a cloud provider creates data
transfer risk, microsharding offers supplementary measure to reduce that risk .

Data security: Microsharding also helps prevent data exposure from malicious activity or human error. Because
Microshard data has no value to unauthorized parties, that data remains protected. This mitigation can help avoid a
reportable security breach.
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How ShardSecure helps SaaS providers with GDPR compliance
As a matter of good business practices, SaaS providers have the responsibility to earn and maintain the trust of their
users that data maintained and processed through the service will remain private and secure. However, SaaS providers
within the EU, or based in another country but offering products and/or services to individuals in the EU, have the legal
obligation to follow the GDPR. ShardSecure’s Microshard technology presents itself to applications as cloud storage. It
can be seamlessly incorporated into your technology stack, continuously working in the background to protect your
users’ data.

Embed data privacy into your business processes: Microsharding is a technology created to protect sensitive
data in a manner than is easy to deploy and simple to manage. The virtual appliance cluster can be deployed in the
cloud or datacenter. The solution ingests unstructured and structured data via S3 Compatible Object Storage API and
iSCSI.

Figure 1 - Pseudonymization: Microshard data is mixed into multiple containers that are distributed to multiple storage locations to help
ensure that no one location contains any identifiable data.

Differentiate and accelerate growth: For US-based SaaS providers, penetrating the EU market can seem daunting,
as winning the trust of customers takes additional time, resources, and expertise. ShardSecure’s Microshard technology
can lower some of those barriers and serve as a compelling competitive differentiator.

Visit us at https://shardsecure.com to learn more and to schedule a demo. Follow us on social media.
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