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GDPR Compliance   
The European Union’s General Data Protection Regulation (GDPR) is designed 
to protect the privacy of personal data of residents of EU member countries. 
It imposes strict obligations on any organization — regardless of location — 
that processes EU personal data. 

Our patented MicroshardTM technology inherently helps organizations and 
software-as-a-service (SaaS) providers to address their GDPR obligations 
and security risk. 

 

  How ShardSecure Supports GDPR Compliance 
 
Microsharding is a three-step process that consists of shredding, mixing, and distributing 
data across multiple customer-owned storage locations in multi- and hybrid-cloud 
environments. Our approach desensitizes sensitive data, making it unintelligible and of no 
value to unauthorized users. 

Data Privacy: Microshards are very small pieces of data – as small as four bytes – that are 
too small to contain sensitive data. ShardSecure mixes these microshards and distributes 
them across multiple storage locations of your choosing so that each location only contains 
an unintelligible fraction of the whole data set. This  renders the data useless to 
unauthorized users and mitigates the impact of cyber threats. 

Data Transfer Protections: GDPR allows data to be stored in or accessed from other 
countries — provided that the receiving party (i.e. the cloud storage provider) can offer 
equivalent protections for data. When a cloud storage provider creates data transfer risk, 
microsharding offers supplementary measures to reduce that risk. 

Data Security: Microshard technology uses multiple data integrity checks to detect any 
form of tampering — including direct manipulation, deletion, ransomware, and more. If a 
discrepancy is detected, our self-healing data reconstructs the affected Microshard data 
and returns it to its unaltered state. This reconstruction happens transparently and with 
automated controls, helping organizations maintain their critical operations and avoid a 
reportable security breach. 

Data Sovereignty: Microshard technology stores your data in locations that you control in 
multi- or hybrid-cloud environments. ShardSecure never has access to your data, and you 
are in charge of who has access. Microshard technology also has no concept of a key, so 
the issue of key ownership is non-existent, and it is not possible for a third party to use 
ShardSecure to reassemble your Microshard data on their end.  

 

 

 

 

 

 

 
 
Organizations in breach of the GDPR 
can be fined up to 4% of their annual 
turnover or up to €20M, whichever is 
largest.  

 
 

 

 

 

 

 
As of September 2021, more than 
800 GDPR fines have been issued, 
including a €50M fine for Google, an 
€18.4M fine for Marriott 
International Hotels, and a €746M 
fine for Amazon.1 

 

 
 

1  Center for Strategic and International Studies. 
(2022, June 2). 3 Years Later: An Analysis of GDPR 
Enforcement. Retrieved September 6, 2022, from 
https://www.csis.org/blogs/strategic-technologies-
blog/3-years-later-analysis-gdpr-enforcement   
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  Simple Adoption, Powerful Privacy 

Our software-based solution consists of a virtual cluster that may be deployed on-premises or in the cloud. Multiple clusters may be 
deployed, and these may be synchronized for high availability and failover. Each ShardSecure instance presents itself as cloud storage 
with our S3-compatible API and as network storage through iSCSI, NFS, SMB, etc. This means that minimal configuration changes are 
needed for your applications, and you can take advantage of cloud storage even for non-cloud-native applications. 

Microshard technology works in real-time and imposes no notable latency, meaning that users can work uninterrupted. You can also 
migrate your Microshard data to different storage locations at any time without needing any application downtime. 
 
 
 

  
 

Figure 1 - During ShardSecure’s three-step microsharding process, Microshard data is shredded into four-byte microshards, mixed into multiple logical 
containers, and distributed to multiple storage locations of your choosing to help ensure that no one location contains any identifiable data. 

 
 

  Self-Healing Data for Business Continuity 

ShardSecure’s self-healing data helps to maintain not only data integrity but also business continuity. Should one of your storage 
locations become unavailable, our self-healing data is able to reconstruct the affected Microshard data in real-time so that your critical 
operations can continue unaffected. When service is restored, our solution ensures that the latest data is written to storage. 

Additionally, a secondary location may be configured for each storage location, and security alerts for data integrity and data 
availability events may be customized. Should the number of alerts in a given location reach your user-configurable threshold, then all 
of the Microshard data in that location will automatically be migrated from the primary location to the secondary location. This feature 
helps promote strong data resilience and minimize interruptions to your business operations. 
 
 

Learn More  
Visit us at https://shardsecure.com for more information and to schedule a demo. 
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