SHARDSECURE

Achieving data privacyfor regulatory compliance is a major challenge for many enterprises. We should know; we were recently named a 2023 Gartner® Cool Vendorin Privacy.

During ShardSecure CEO and Co-Founder Bob Lam’s presentation atthe ISACA GRC2023 Conference, we asked the audience several questions toleam more about the privacy challenges at
their organizations. Here, we'veillustrated our top takeaways about data privacy inthe cloud.

Whois responsible for privacy in What is your preferred cloud What's the most common reason
your organization? provider? that data privacy and security
initiatives fail in an organization?

/s

@ ChiefPrivacy Officer ® AWS ® 57% Cloud and on-prem storage (hybrid @ Lackofvisibility into/protection for sensitive
® CISO ® Azure model) data
@® Clo ® Google 22% Multi-cloudand on-prem @ Immaturedata privacy program

Other Two or more ofthe above 20% Cloud or multi-cloud only @ Insufficient staffing ortraining

Not practicing privacy by design
Failing to move beyond compliance

The ShardSecure platformoffers an innovative approach to file-level encryptionthat strengthens data privacy and helps organiza tions regain control of their data. Our technology separates data frominfrastructure owner and
administratoraccess, addressing data sovereignty and residency concerns and supporting compliance with regulations like the GDPR. The ShardSecure platformalso offers robust data resilience, mitigates cloud ransomware,
and protects IP, including Al/ML models and training data. To learn more about our technology, visitour resources page orbooka demo.

GARTNER is a registered trademarkandservice markof Gartner and Cool Vendors is a registered trademark of Gartner, Inc. and/or its affiliates in the U.S. and internationally and are used herein with permission. All rights

reserved. Gartner does not endorse any vendor, product or service depicted in its research publications and does not advise technology users to select only those vendors with the highest ratings or other designation. Gartner

research publications consist of the opinions of Gartner's Research & Advisory organizationandshould not be construed as statements of fact. Gartnerdisclaims all warranties, expressed orimplied, with respect to this research,
including any warranties of merchantability orfitness for a particular purpose.
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Whois responsible for privacy in your
organization?

Other

cio

Ciso

Chief Privacy Officer 45%

What is your current storage architecture?

Cloud or multi-cloud only

20%

Multi-cloud and on-prem

22%

Cloud and on-premstorage (hybrid o
model) 57%

What is your preferred cloud provider?

Two or more of the above
Google 8%
Azure

AWS

29%

24%

What’s the most common reason that data
security and privacy and security initiatives fail

in an organization?

Failing to move beyond compliance
Not practicing privacy by design
Insufficient staffing ortraining

Immature data privacy program

Lack of visibility into/protection for
sensitive data

12%

33%

17%

21%

22%
23%

The ShardSecure platformoffers an innovative
approach to file-level encryption that strengthens data
privacy and helps organizations regain control of their
data. Our technologyseparates data frominfrastructure
owner and administratoraccess, addressing data
sovereigntyandresidency concerns and supporting
compliance with regulations like the GDPR. The
ShardSecure platform also offers robust data resilience,
mitigates cloud ransomware, and protects IP,including
Al/ML models and training data. To leam more about
our technology, visit ourresources page or book a
demo.
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Gartner disclaims all warranties, expressed or implied,
with respect tothis research, including any warranties of
merchantability orfitness for a particular purpose.



https://shardsecure.com/resources
https://go.shardsecure.com/schedule-a-demo
https://go.shardsecure.com/schedule-a-demo

	Slide 1: ShardSecure Insights: Data Privacy in the Cloud
	Slide 2: ShardSecure Insights: Data Privacy in the Cloud

